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Preliminary considerations:

· Notice only plays a very minor role in protecting people’s privacy

See the recent survey by Dr. Joseph Turow: Americans and Online Privacy: The System is Broken (June 2003).

Despite their strong concerns about online privacy, most adults who use the Internet at home misunderstand the purpose of a privacy policy.  57 % of U.S. adults who use the Internet at home believe incorrectly that when a website has a privacy policy, it will not share their personal information with other websites or companies.

· Privacy labels do not provide a meaningful choice for consumers

Unlike food labels which convey very precise information that consumers can act upon, privacy “labels”—even simple and easy to understand—may provide information that is essentially meaningless and provide no meaningful consumer choice.

Let us take the example of a consumer trying to decide whether to buy a candy bar or a granola bar.  A comparison of the nutrition facts does quickly reveal how many calories, lipids and carbohydrates are in the bar. The motivated, informed consumer can make a meaningful choice.

A person shopping for an online loan and looking for the privacy policy of two lenders’ web sites could not find many differences between their privacy policies.  What meaningful and distinguishing information would the person be able to find about how privacy is protected?

· Labels exist in a larger regulatory context

Taking the example of food labeling and the car industry, society allows consumers to make choices before purchasing food and cars but, at the same time, society still holds food producers and car manufacturers accountable for making healthy food and safe cars and, for that purpose, regulates their activity.  Labels exist in a larger regulatory context that prohibits certain practices.

· The proponents of privacy labels ignore these traditions and view labels as an alternative to regulatory regimes

Martin Abrams’ project of short form privacy notice

· This project is controlled only by businesses, including the research on which it is based.  No US body, regulatory or even self-regulatory, has endorsed it.  The research has not been released and no consumer group has been invited to participate in developing the research.

· Lacks attention to the need for corresponding revisions of long notices.

· Many privacy policies are just puffery when they state: “We only share your data with respectable companies that will offer goods and services that may interest you.”

· Short notices’ liability waivers are generally undefined.

· There are no provisions on access.

An alternative to Martin Abrams’s short form privacy notice for a more meaningful consumer choice

Why? We want to:

· Tell people what they want to know most directly: will they be spammed, junk mailed, telemarketed?, because it is what matters most for people.

· Add more details to the long notice, using the same checkbox approach but supplement it with more words.

· Make companies confront and disclose information practices in order to discourage unsavory activities because companies are never willing to disclose them directly.

· After Dr. Turow’s survey of June 2003 (according to which 57 % of U.S. adults using the Internet at home believe incorrectly that when a website has a privacy policy, it will not share their personal information with other websites or companies), the most important objective for a privacy notice is to change this perception.

· The personal test for assessing a short notice is that people should walk away from a short notice approximately as happy or outraged as they would be if they read the long notice.  The short notice cannot be used to hide the reality of the long notice.

