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Why Transparency?

· Transparency increases users confidence

· confidence generates trust

· trust generates revenue online

How to obtain transparency?

· Privacy Policy

· Law

· Short Notices

· P3P

Platform for Privacy Preferences Project (P3P)

· P3P was developed by W3C 

· Final P3P1.0 Recommendation issued 16 April 2002

· Easy communication of privacy policies in a machine readable format 

· Can be deployed using existing web servers

· P3P is the basis for new tools (e.g.) 

· Summarize privacy policies

· Displaying exact mismatch

· Alert and advice users

P3P is part of the solution

P3P1.0 helps users understand privacy policies but is not a complete solution

· Seal programs and regulations

· Anonymity tools / Encryption tools

· Laws and codes of practice

· Identity management tools (mostly based on P3P)

Basic components

· P3P provides a standard XML format that web sites use to encode their privacy policies

· Sites also provide XML "policy reference files" to indicate which policy applies to which part of the site

· Sites can optionally provide a "compact policy" by configuring their servers to issue a special P3P header when cookies are set

· No special server software required

Privacy Policy I

· Designed to be read by a human

· Can contain fuzzy language with "wiggle room"

· Can include as much or as little information as a site wants

Privacy Policy II

· Easy to provide detailed explanations

· Sometimes difficult for users to determine boundaries of what it applies to and when it might change

· Web site controls presentation

Short Notice I

· Designed to be read by human

· Spin-doctored but standardized language

· mainly in english

Short Notice II

· does not provide details

· layering (two human readable policies)

· replaces the user's concern by content providers assumption of concern

P3P I

· Designed to be read by a computer

· Mostly multiple choice - sites must place themselves in one "bucket" or another

· Must include disclosures in every required area

P3P II

· Limited ability to provide detailed explanations

· Precisely scoped

· User agent controls presentation

P3P and third party content
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P3P increases transparency

· Discover third party cookies

· Discover third party content (Web-bugs e.g.)

· Check/block/advise on every single source

P3P has better Internationalization

· Data format checked with W3C's I18N WG
· XML-tags can be translated back to any language

· Possible to indicate the language of comments

Conclusion

· P3P requires presence of privacy policy

· P3P is technically the better way to do short notices

· We try to work it out together

Further information

· P3P Homepage
· P3P 1.1 Working Group
· Lorrie's Book & Site
· p3ptoolbox.org
